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Abstract  

With increasingly frequent and evermore costly data breaches and other cyber 

incidents, firms are turning to cyber insurance as a risk management instrument. 

However, much like other types of insurance, cyber insurance is fundamentally a 

method of risk transfer. With typical issues of moral hazard and information 

asymmetry, the insured is generally  inclined to lower its effort within a contract, 

leading to a worse state of security. To use cyber insurance as an incentive 

mechanism to encourage better security practices and higher security investment, 

a commonly used concept is premium discrimination , i.e., an insured pays less 

premium for exerting higher effort. However, using premium discrimination 

effectively faces two challenges: (1) one needs to be able to accurately assess the 

effort exerted by the insured, and (2) cyber risks are notoriously in terdependent at 

a firm level: an insured's risk is a function of not only its own effort, but also the 

efforts of its vendors and suppliers. This externality makes the underlying contract 

design problem quite different from what's typically studied in the literature.   

With these two challenges in mind, I will first present our research in quantitative 

assessment of an organization's cyber risk from externally observable properties, by 

applying modern machine learning techniques to large quantities of Intern et 

measurement data. This firm -level security posture assessment, or "pre -screening" 

makes premium discrimination feasible. I then consider a contract design problem 

with a single profit -maximizing, risk -neutral insurer (principal) and voluntarily 

particip ating, risk -averse insureds (agents). We show that risk dependency among 

agents leads to a "profit opportunity" for the insurer, created by the inefficient 

effort levels exerted by agents who do not account for risk externalities when 

outside of a contract . Pre-screening then allows the insurer to take advantage of 

this opportunity by designing appropriate contract terms which incentivize agents 

to internalize the externalities. We identify conditions under which this type of 

contracts lead to not only incr eased profit for the principal, but also an improved 

state of network security. This result further allows us to investigate and compare 

typical policy portfolios and show how cyber risk dependencies can be taken into 

account when underwriting policies. Th is is demonstrated using a commonly 

practiced rate -schedule based policy framework.  
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